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Results

Privacy-Preserving Camera Pose Estimation (with 3D Line Clouds)

3D point cloud maps of scenes must be stored for 6-DoF camera localization. However, such maps reveal
confidential information about the scene and even allow detailed images to be recovered. This raises some
serious privacy concerns for AR & robotics.
One example of privacy attack (Pittaluga et al. 2019)

When is Privacy Important?
• The scene is a restricted area or facility
that must be kept confidential.
• Confidential objects were present during
scene mapping but were removed later.
• 3D maps are shared with 3rd party users.

CNN

Our Contribution
We propose a new confidential map representation called 3D line clouds and present the first solution for
privacy-preserving image-based localization using 3D line clouds.
We achieve the following three goals:
1. The 3D map (scene geometry) remains confidential
2. We can defend against feature inversion and other privacy attacks
3. We can accurately and efficiently compute the camera pose.

Conventional Method (p3P)

Proposed Method (p6L)

A 2D image point backprojects to a ray
which must intersects the corresponding
3D point. This provides two constraints.

A 2D image point backprojects to a ray which
must intersect the corresponding 3D Line.
Each correspondence provides one constraint.

Proposed Algorithm Variants
A 3D line cloud can be interpreted as a generalized camera. Therefore, absolute camera pose estimation
w.r.t. a 3D line cloud is equivalent to solving generalized relative or absolute pose estimation. We study
several specialized variants of this problem when additional information is known (scale, gravity, etc.)
Notation. Privacy preserving methods are denoted p*L (2D point to 3D line) and P*L (3D point to 3D line).
The first row is for single images. The rest are for multiple images (prefix m). We consider the general case as
well as specialized cases — known vertical direction (+u)), known 3D structure +λ and known scale (+s).

Point Cloud Density. Rotation and translation error with varying point cloud
density by uniformly dropping a percentage of points/lines at random from the map.

*

Confidential Map Representation (3D Line Clouds)

Camera Pose Estimation Errors Plots. Cumulative rotation and
translation error histograms for all 16 evaluated methods.

• Each 3D point is lifted to a 3D line with a random direction that passes through the original 3D point.

•

New pose estimation method is quite accurate and robust.

• The 3D point is then discarded and only the 3D line and its associated feature descriptor is stored.

•

Negligible loss of accuracy compared to regular methods.

•

Specialized solvers are efficient; suitable for real-time impl.

* In all eight cases, we leverage existing minimal solvers

Measurement Noise Sensitivity. Rotation and translation errors for
varying Gaussian noise level on the measurements

with RANSAC for generalized pose problems previously
developed for completely different settings.
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Camera Pose Estimation with Known Structure: Left: 3D point cloud case, Right: 3D line cloud case

Conclusions
• First work to address privacy concerns related to persistent storage of 3D maps, as required in AR & robotics.
• We introduce a new research problem called privacy preserving image-based localization and propose the
first solution for privacy preserving camera pose estimation using the novel 3D line cloud map representation.
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